










1COMMANDCENTRAL AWARE PATROL STARTER OFFER 

SOLUTION DESCRIPTION

OVERVIEW

CommandCentral Aware is a situational awareness software solution designed to deliver real-time 
intelligence across the public safety workflow. The Patrol Starter offering of CommandCentral Aware 
provides a map-based and list view of location data and resource details from V300 Body-Worn 
Cameras, 4RE In-Car Video Systems, CAPE-equipped drones, license plate recognition (LPR) 
cameras sourced from Vigilant VehicleManager, and compatible APX radios. These resources can 
also send status information, such as a radio entering an emergency state, a body-worn camera 
recording activation, or an LPR camera registering a hot hit, to CommandCentral Aware that can 
trigger an alert. Live video from enabled camera resources can also be viewed. This offer is designed 
to help command staff and patrol or shift supervisors gain valuable visibility to the field, more quickly 
identify emergency situations and provide supervision.

CommandCentral Aware is hosted in the Microsoft Azure Government cloud and is offered as-a-
service for an annual subscription cost.

Solution Elements

CommandCentral Aware is comprised of a series of core, functional modules and integrated systems 
that power the solution. The CommandCentral Aware Patrol Starter offer includes the following:

Modules:

ESRI-based unified map
Configurable event monitor
Workflow automation rules engine

Integrations:

Vigilant VehicleManager - LPR camera locations and details, hot hit alerts, search
APX Next, XE, XN and N70 radios - Radio locations, details and statuses
CAPE-equipped drones - Drone locations, details and livestreams
V300 Body-Worn Cameras - Camera locations, details and livestreams
4RE In-Car Video Systems - System locations, details and livestreams

Cloud anchor server hardware and required software is also available if not already present, to 
establish a connection between on-premises systems and the CommandCentral cloud.

MODULES INCLUDED WITH THE COMMANDCENTRAL AWARE PATROL 

STARTER OFFER

The CommandCentral Aware Patrol Starter offer includes the following modules, described in the 
sections below.



Unified Map

CommandCentral Aware offers a unified mapping interface, powered by ESRI, to display resource 
and event locations and alerts. Users can view all location-based data on the map display. The 
CommandCentral Aware map also includes the following:

Custom Map Layers - Add your custom map layers from ArcGIS, Mapbox or GeoServer.
Data Layer Panel Show or hide data and custom map layers to refine the map view.
Event Detail Display View details associated with each event on the map.
Incident Recreation Replay a timelapse of mapped events over a set period of time for up to 90 
days. This history can be exported and viewed in Google Earth or ESRI ArcGIS Pro.
Traffic and Weather - Overlay real-time traffic data and a weather radar map layer.
Building Floor Plans - Enhance your map view with the addition of static indoor floor plans.
Collaborative Drawing Tools - Draw polygons, polylines and points onto the map. Annotations are 
visible by all users as a data layer. 
Zones of Interest - Create geofences that geographically filter information in a defined area.
Directed Patrol Alerts - Specify geographic areas, set alerts and define rules for resources to 
enter and remain in for a user-determined period of time.
Unit Management - From CommandCentral Admin, affiliate various resources into a single unit 
that can be named and intelligently tracked based on data from all affiliated resources.

Event Monitor

CommandCentral Aware offers an event monitor to display a running list of event and resource alerts. 
The event monitor is highly configurable to meet the needs and preferences of each user. Filter 
events by type, create separate tabs for different event types and show, hide or reorder columns of 
event information within the tabs. Pin an event to the top of your monitor as well as apply your event 
monitor filter to the map to maintain a consistent view of information. Details from any event can be 
opened in a dialogue box to give users all information about an event provided by the source system.

Rules Engine

-sets with 
to trigger actions based on event types. For example, rows in the Event 

Monitor can be highlighted, and audible alerts for critical events can be customized. These visual or 
auditory triggers reduce the number of steps needed to support an incident.

INTEGRATIONS INCLUDED WITH THE COMMANDCENTRAL AWARE 

PATROL STARTER OFFER

The CommandCentral Aware Patrol Starter offer provides a specific set of integrations, described in 
the sections below.

4RE In-Car Video Systems

The CommandCentral Aware Patrol Starter offer comes with integration to 4RE In-Car Video 
Systems. With this integration, users can view real-time location, system details and livestreams from 
systems in the field that are actively recording. Your agency can provision up to 500 4RE systems in 
CommandCentral Aware, and administrators can add, edit, or remove systems as needed. 



When 4REs are active in the field and the in-vehicle modem is on, the CommandCentral Aware user 
map, see it listed in the event monitor and open up a video 

livestream - upon recording being initiated in the field. CommandCentral Aware users can control the 
livestream to see front, side, rear, and panoramic views of events both in and outside of the patrol 
car. CommandCentral Aware users can access up to ten simultaneous 4RE live-streams.

V300 Body-Worn Cameras

The CommandCentral Aware Patrol Starter offer comes with integration to V300 Body-Worn 
Cameras. This integration brings V300 location, device details and the livestream from an actively 
recording camera into CommandCentral Aware on the map and in the event monitor. When the body-
worn camera is on and within WiFi range of a vehicle or other agency authorized hotspot, the location 
of the V300 will be displayed on the CommandCentral Aware map. When the V300 is recording, you 
can view the video livestream remotely from CommandCentral Aware. 

APX Next, XN, XE and N70 Radios

The CommandCentral Aware Patrol Starter offer comes with integration to APX NEXT, XN, XE and 
N70 radios equipped with an active SmartLocate subscription. Once SmartLocate is activated, these 
APX radios can send device location, details and status over a broadband network. This data is 
available in CommandCentral Aware on the map and event monitor. Broadband connectivity via 
SmartLocate increases the frequency of location reporting beyond the capability of an LMR system to 
improve location accuracy and enable more devices to be tracked.

CAPE-Equipped Drones

The CommandCentral Aware Patrol Starter offer comes with integration to CAPE-equipped drones. 

CommandCentral Aware on the map and in the event monitor.

Vigilant VehicleManager

The CommandCentral Aware Patrol Starter offer comes with integration to Vigilant VehicleManager. 
The locations of LPR cameras integrated with Vigilant VehicleManager can be viewed on the map in 
CommandCentral Aware as a data layer that can be toggled on or off. In addition to LPR camera 
locations, hits that match a hot list are also displayed on the map at the location of the camera that 
generated the scan. Hits are also displayed in the event monitor and can trigger an alert.

Additionally, with the Vigilant VehicleManager, CommandCentral Aware users have the ability to 
initiate a search for historical license plate data directly from within CommandCentral Aware. By 
simply highlighting a license plate and right clicking, an option will be presented to run a search. This 
will open up a new window displaying the results directly within Vigilant VehicleManager. From there, 
users can conduct additional searches or analysis on the vehicle of interest.



CLOUD SECURITY & COMPLIANCE

Proactive Security Design

Security is proactively incorporated into the design of our applications, not applied reactively when 
incidents occur. Applications undergo security reviews at each phase of their development, and 
continue with ongoing assessments after deployment to find and repair vulnerabilities.

Compliance with Industry Best Practices

Our cloud solutions comply with key industry best practices for security, including: NIST Security and 
Privacy Controls for Information Systems and Organizations (800-53), ISO 27001, 27017, 27018 -
Specification for an Information Security Management System, Open Web Application Security 
Project (OWASP), and Center for Internet Security (CIS) and Criminal Justice Information System 
(CJIS) Security Policy. We are also annually audited for Service Organization Control (SOC) 1 and 2.

We conduct continuous and comprehensive risk assessments following the guidelines and best 
practices provided by NIST, OWASP, CIS and ISO.

Expert Knowledge on Your Team 

Over 350 specially trained and certified Cybersecurity Champions ensure that a culture of 
cybersecurity is instilled into the fabric of our product and services teams. Programmers receive 
ongoing security training and updates on the latest hacker tactics so they can layer security into every 
stage of the application development process.

Enhancing Cybersecurity Awareness

Our CISA-recognized Public Safety Threat Alliance shares threat information and raises cybersecurity 
awareness across Public Safety member organizations. Our Threat Intelligence team shares a 
holistic view of the cyber threat landscape to provide decision makers with the information needed to 
make better security decisions.


























